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1
Decision/action requested

It is requested to approve the proposal into TS 33.122.
2
References

 [1]
3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G

3
Rationale

For the study on providing authentication and key management procedures for applications in 5G scenarios, it should allow the UE to securely exchange data with an application server. To adapt with 5G scenarios, the UE and the BSF should be able to mutually authenticate each other based on 5G credentials using the 5G authentication framework.
4
Detailed proposal

*************** Start of Change 1 ****************
5.X
Key Issue #X: Mutual authentication between UE and BSF

5.X.1 Key Issue details
To allow UEs securely communicating and exchanging data with an application server using the authentication and key management procedures for applications in 5G scenarios, it is expected that the GBA framework would be leveraged. Therefore, in order to establish secure communication between the UE and the application server, the UE and the BSF need to be able to mutually authenticate each other based on the 5G authentication framework first before allowing the application server to leverage this authentication in order to establish secure communication between the UE and the application server.
5.X.2 Security Threats
If an unauthorized UE is allowed to  communicat with the BSF to perform authentication and potentially establish a secure communication channel with the application server, then the UE may be able access services from the application server that it has not subscribed to, leading to unauthorized charges and potentially unauthorized data access.

A fake BSF may be communicate with the UE that could potentially lead to the loss and exposure of user privacy.
5.X.3 Potential security requirements
The UE and the BSF should be able to mutually authenticate each other based on 5G credentials using the 5G authentication framework.

*************** End of Change 1 ****************
